Resilient Observer-Based Control for Cyber-Physical Systems With Multiple Transmission Channels Under Denial-of-Service.
This paper investigates the resilient control problem for cyber-physical systems (CPSs) with multiple transmission channels under denial-of-service (DoS). First, a set of partial observers is designed to estimate partial states corresponding to different channels. Second, by combining the proposed partial observers, the finite-time observer technique and a switching scheme, a modified finite-time partial observer-based controller is proposed to stabilize the system in the presence of DoS. Compared with the existing results for the CPSs with multiple transmission channels, the computational burden of designing observer-based controller is reduced, and the resilience against DoS is improved by adopting the proposed finite-time partial observers. Especially, besides stability, the proposed resilient observer-based controller also provides better disturbance rejection performance.